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2.1.4.1 Autorizace a Autentizace
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9  WSSecurity tokeny, (UserNameBinarySecurity, X. 50SAML)

1 SAML Session Ticket

1 XML Documet Credentials Collector (DCC)

1 XML Digital Signature
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2.1.4.3 Audit
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3.2.1 XML-RPC
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POST /server HTTP/1.0

User - Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; cs -CZ; rv:1.9.0.112)
Host: xmlirpc.example.com

Content - Type: text/xml

Content - length: 314

<?xml version="1.0"?>
<methodCall>
<methodName>trida.jmenoMetody</methodName>
<params>
<param>
<value><int>250</int></value>
</param>
<param>
<value>oblast</value>
</param>
</params>
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http://www.google.com/url?q=http%3A%2F%2Fwww.xmlrpc.com%2F&sa=D&sntz=1&usg=AFQjCNHY2Kw4TzNHe2eEGsW6F5mvyVzNXg
http://www.google.com/url?q=http%3A%2F%2Fwww.xmlrpc.com%2F&sa=D&sntz=1&usg=AFQjCNHY2Kw4TzNHe2eEGsW6F5mvyVzNXg
http://www.google.com/url?q=http%3A%2F%2Fwww.xmlrpc.com%2F&sa=D&sntz=1&usg=AFQjCNHY2Kw4TzNHe2eEGsW6F5mvyVzNXg
http://www.google.com/url?q=http%3A%2F%2Fwww.xmlrpc.com%2F&sa=D&sntz=1&usg=AFQjCNHY2Kw4TzNHe2eEGsW6F5mvyVzNXg
http://www.google.com/url?q=http%3A%2F%2Fwww.xmlrpc.com%2F&sa=D&sntz=1&usg=AFQjCNHY2Kw4TzNHe2eEGsW6F5mvyVzNXg
http://www.google.com/url?q=http%3A%2F%2Fwww.xmlrpc.com%2F&sa=D&sntz=1&usg=AFQjCNHY2Kw4TzNHe2eEGsW6F5mvyVzNXg

</methodCall>

Obr. 4t njN1 f {RIRC dotaz[i
3.2.2 REST
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metod (GETPUT, POST, DELEHEAD) a vlastnostiRl jaR Ofi 2 dnoznal n® identi fi k&
Oprot.i pSedchBCenéléd K@MLe zmi Rovan® SOAP nen2? ori
datovni.
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! ay
I

+
)
t!¢ LINP SRAGIFOA | 59[9¢9 LINR FTHYNO®

POST http :// server .cz/stranka [ akce/zbozi ?1024
GET http /| server .cz/stranka /akce/zbozi ?1024
DELETE http :// server .cz/stranka [ akce/zbozi 71024

Obr.5t nfjN1f F R& !'w[ LhjA wo{¢ R20Il 1 dz
3.2.3 SOAP
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http://www.google.com/url?q=http%3A%2F%2Fserver.cz%2Fstranka%2Fakce%2Fzbozi%3F1024&sa=D&sntz=1&usg=AFQjCNEHGVERUzIQHAgKQx6F90KJlOCHMA
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HTTP

Hiavicka SOAP

Informace pro douréeni

TElo SOAP

Datova East

Transporti obalka

=50AF Envelope=

=50AP Header=

infarmace v hlavicce

=50AF Envelope=

parametry metody

Obr.6{ (i NHz] G dzNF T LIN} g& {h!t @f208Syt R2 1 ¢ct
POST /mjurek.EAldemo_Proxy/WSKontaktniUdaje.asmx HTTP/1.1
Host: localhost
Content - Type: text/xml; charset=utf -8
Content - Length: 183
SOAPAction:
"http://schemas.microsoft.cz/BrozuraBTS/2004/WSKontaktniUdaje/VyhledejKontaktniUdaje"
<?xml version="1.0" encoding="u tf - 8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance”
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlins:soap="http://schemas.xmlsoap.org/soap/envelope/'>
<soap:Body>
<rodneCislo
xmins="http://schemas.microsoft.cz/BrozuraBTS/2004/WSK ontaktniUdaje">7003222315</rodneCislo>
</soap:Body>
</soap:Envelope>
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3.2.4. WSDL
tnffjA RSTAY20t yN (2K2G2 LRaYdz 6dzZRSYS 214G @e oKt T Si
Description Language) popis@el { 2 - a[ F2NXt G LINB LRLIAAE aNiz2@eéeOK
LIN} Odz2 NON &8 T LN} OF YA 204k Kdz2NON R21dzYSyi29$
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jako na dokumentaci zapsanou v XML.
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3.2.5 UDDI
t NB R2LI YySYN LInARt @t YS 2S0O0GS L] LIA(8nivdrdal DesSrigtibN L2 2 Y
Discovery, and Integratio8 & 2 dz @SnjS2y S R2aldzlyS NBIAAGNE asS aidNn
2S2A0K &f dzOot OK® hoal Kdz2A Ay TF2N¥YIFOS 2 RIFEYS FANKNSS

33." AUPAéT T 6O xAAT OLAE OI OLAA A 3/
{ NRT OAn2gePNY apB0Sa dardiza I@NOGy T 12¥eStnf2 @1 G y I 2G4+ 1 1 d:
NATALlI £17TS NBIT RMBlichna20RR 6iGen 1FGES3aA2NANY

1. XML Denial of Service (xDos)

2. yS2LINY gy Syeée LinjNadGdzl 1S &af dz0o S

3. Y NHzZOSYyN AyGSanNnnGe + RAGSNyz2adA RI

4, 12YLINRYA(2 Otockuae adSydz 2t 1

WSRy2GtABt NRATATF NBTSO6SNBYS | LRRNGHYS a8 yI Y20

3.3.1 XML Denial of Service (xDOS)
{iS2ysS 212 LA 06SOYySY 52{ 65S8SyAatt 2F {SNBAOSO ¢
T LINF O20t yN LROFRI @14 6S020S &t dzOoéd { SNISNE 1 LN O
T LN O20t @G 2AyS LROIRI@gléo
t 2Rt S (eLBf §GPR df RYWIMRS ySo62 adzAZ GALX S YSaal3asS E524i0
Single message xDos
 Jumbo payloadg 12 6y N1 LIaNft @St12dz 1 LINY ddz o0& @eé6Ss
ASNISNHzZ LInjA yladlk@SyN tAYAldz T LN 020+t @FyS 1 LN
1 Coercive parsingg (1 2 6lygNNf HT GSO12 LI NBA2dFiStyS - a] &2dz2N

f Recursive elements 4y | K2dz gia26y N1l 28 T LA&20A0G NBdzNI A
yIaidl @SyN tAYAlGdz NBT @228
f MegaTagsg (i 26y Nl TFaNft Rft2dzKS yti@ge Sydiad ySoz2 I

elementunebo atributu

 PublicKey Dosil ySdzOAGN @Geaz21S @eLR6SGYN yt NRPS6y2aiGA L
a2ad0SYZ 20Nl y2dz 28 geazl1ée gelzy aSNIBISNA

Multiple message xDos

T XMLflood-gGi26y N1 TFaNtt @St1S Yy204aid ONINGIOMIRSG t1 3 f A&
(Service Level Management)

f Resource hijack- g i 2 6y NI LINY BREERD 1 dzZ I Y6SYN T RNR2A |
20KNY y2dz 28 AYLX SYSyidlFOS LINRPaGnSRYN]TF LINRB nNT S
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§ Falsified messageg i 2 6 Yy N1 T FaNft LRTYSySy2dz 1 LN} @dz a8 &

2A0 oéfl RnN@S TlOKeosylz Tt1tFRYN 20KNI y2dz 28
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Vyuziti validace XML schématu pfi ochrané pired SQL injection — standardni zpracovani:

<id>100</id>

Zprava pozadavku je
validni dle schématu.

|<stav>Auto</stav> }‘

Zprava je validni dle
schématu. Klient dostava
odpovéd.

———

> <id>100</id>

J B

T

i Request
- validace XML schématu

J

" XML schéma
_ <xsd:element name="id"
" type="xsd:int"/>

e I <stav>Auto</stav>

Response
- validace XML schématu

|

‘—AXML schéma P2
<xsd:element name="stav"
type="xsd:string" >
maxOccurs="1" minOccurs="1"/>

?'E.lement stav se vyskytuje
|pravé jednou a jedna se
|0 string. Zprava je validni
|dle schématu.

Vyuziti validace XML schématu pfi ochrané pfed SQL injection — ochrana pozadavku:

<id>100 OR (ID=ID)</id>
1
—

Zprava pozadavku je/neni
validni dle schématu.

Jedna se o fetézec a nikoliv |
&islo. i

Chybova zprava

<fault

]
| |Request

Sluzba neni vystavena riziku i
- validace XML schématu | l

‘XML schéma
<xsd:element name="id"
> type="xsd:int"/>

Vyuziti validace XML schématu pfi ochrané pfed SQL injection - filtrace odpovédi:

<id>100 OR (ID=1D)</id> |

Zprava pozadavku je
validni dle schématu. ID je
definovano jako string.

Zpréva neni validni dle
schématu, klient neobdrzi
data, na ktera nema pravo,
systém je ochranén.

Obr.8:+F f ARII OS 1

m | ———
‘ Hiquiak | | |<id>100 OR (|o=to)</,i
|- validace XML schématu | =y |

»id>
|

" XML schéma
<xsd:element name="id"
type="xsd:string"/>

—— " (spesny SQL Injection utok

| fpmarii €78 |

L - validace XML schématu |

L XML schéma =i
<xsd:element name="stav" |Element stav se vyskytuje
type="xsd:string" vicekrat a je povolen vyskyt
maxOccurs="1" minOccurs="1"/> |pravé jednou. Zprava neni

s i (validni dle schématu.

|<stav>Auto</stav>

le |<stav>Trouba</stav> |

LINY & apSAOKFHPRAEIONR A1t @ROBY a9 [ L/ | b! 3
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Statické zpracovani dat: Kolik podvodnych transakci
& s kreditnimi kartami se objevilo minuly tyden?"
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Zpracovani tok( udalosti: ,Pokud se béhem kteréhokoli
pétivtefinového okna objevi tii pokusy o autorizaci téze kreditni
karty, odmitni pozadavek a zkontroluj, zda nejde o zneuziti karty.“
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5.2. Role jazyka BPEL v SOA
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Obr.6 ®: Architekturu Oracle BPEL Process Managédaoj:[DC Design, 2010]

5.3.2.1BM WebSphere BPM Suite
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